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Motivation
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HSM security

  PCI HSM        TPM      SE    

Purpose
• Cryptographic key generation
• Secure key storage
• Sign/Verify
• Tamper evident/resistant

By Alexander Klink, https://commons.wikimedia.org/w/index.php?curid=5536470
https://www.xda-developers.com/samsung-secure-element-s3fv9rr-security-chip-second-generation/
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PowHSM solution

• Specific use case for RSK blockchain solution

• HSM is based on Ledger Nano S device

• Software only modification

• Implements custom UI and Signer APP

• Relies on Ledger device security

• PowHSM is uses the old version of the device FW 1.3.1
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Ledger Nano S



6

Ledger Nano S internals

ST31H320

STM32F042
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Ledger Nano S design

BOLOS

RSK SingerRSK UI
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Attacker model

ST31H320
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Attacker model

STM32 JTAG
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PowHSM code 
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Previous audit findings

https://www.fox-it.com/nl-en/research-blog/public-report-iov-labs-powhsm-security-assessment/
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PowHSM attack paths

The critical components for the code: 

• PIN verification

• Authentication state checks

• Transaction parsing

• Transaction state

• …
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PowHSM attack paths

The critical components for the code: 

• PIN verification

• Authentication state checks

• Transaction parsing

• Transaction state

• …
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usb_ep_xfer_event()
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usb_ep_xfer_event()
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The bug

Global data out of bounds write of 128 bytes 

To do list:

☐ Find how to trigger the bug

☐ Find what to corrupt

….

☐ Present exploitation of trivial BOF at Hexacon

Singer App

Signer RAM

0xFFFFFFFF

RAM 0x20000000

0x00000000

Flash 0x00100000

...

...
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Trigger the bug
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The corruption
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XN bypass

• SE uses an MPU

• App RAM is not executable

Two issues in Ledger Nano S:

• Persistent data is in the same region in flash as the code

• nvm_write syscall allows the app writing to its code
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The exploit
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The shellcode

• 32 bytes of the shellcode

• Thumb mode up to 16 instructions

• Shellcode:

• Set SRC to SPI buffer

• Set DST to flash code of the app

• Call nvm_write syscall
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The exploit

syscall
nvm_write
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The PoC
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Conclusions?



26

Original Ledger IO code in 2016
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